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[bookmark: X4ff5c2f6a1c21e41483cad95829e3288c281b8b]7.3 Vendor due diligence checklist (from Module 4)
Standalone artifact. Open AI Governance and Deployment Framework, Version 1.0. Toolkit edition. Licence: CC BY 4.0. This checklist is an operating tool and it is not legal advice.
How to score. For each item, enter: 0 (absent, refused, or answered only verbally), 1 (partial, or promised in writing but not yet delivered), 2 (delivered in a written document that will be attached to the contract). Items marked ★ are disqualifying items: a score of 0 on any ★ item fails the checklist for a Tier 2 purchase regardless of the total.
Pass thresholds.
	Tier (from the Module 2 worksheet)
	Threshold

	Tier 2 (high stakes)
	No ★ item at 0, and at least 80 percent of all available points across sections A to F

	Tier 3 (operational)
	No 0 on items A1, B1, D1, D3, F1, and on E3 where Section E applies, and at least 60 percent of available points on sections A, B, D, F

	Tier 4 (low stakes)
	Items D2, F1, F3 all at 2. Other sections optional


Section A: System documentation
	#
	Item
	Score

	A1 ★
	System description document: intended use, excluded uses, inputs, outputs, system type
	

	A2
	General training data description: time period, geography, languages, population coverage
	

	A3 ★
	Written limitations statement: degradation conditions, failure modes, untested settings
	

	A4
	Instructions for use suitable for training your oversight staff (Module 3)
	


Section B: Performance evidence
	#
	Item
	Score

	B1 ★
	Every performance claim in writing, each with metric, dataset, and population described
	

	B2 ★
	Written answer to the population question: evidence of measurement on a population like yours, or an honest statement that none exists
	

	B3
	Subgroup performance breakouts relevant to your setting, or a written statement of what was not measured
	

	B4
	Method described in enough detail to be checked
	

	B5 ★
	Written agreement to acceptance testing on your data, against criteria to be fixed in the contract
	


Section C: Vendor interview (section 4.4)
	#
	Item
	Score

	C1
	Interview held, answers recorded verbatim, record in the procurement file
	

	C2
	Written follow-ups received for every question deferred in the interview
	

	C3
	Vendor confirmed (question 16) that its answers will attach to the contract
	

	C4
	Reference calls held with at least two comparable customers, notes on file
	


Section D: Data, security, and logging
	#
	Item
	Score

	D1 ★
	Written statement of storage, processing, and backup locations, by country
	

	D2 ★
	Written answer on training use of your data and your users’ inputs, with an off switch
	

	D3 ★
	Audit logging confirmed in writing: what is logged, access, retention, export format
	

	D4
	Security certifications provided with scope statements covering this product
	

	D5
	Named subcontractor list with access and locations
	

	D6
	Incident history for this product (three years) and notification commitment in hours or days
	


Section E: Generative tools only (skip for purely predictive systems)
	#
	Item
	Score

	E1
	Measured factual-error rate with method
	

	E2
	Prompt injection testing evidence
	

	E3 ★
	Training exclusion for your users’ inputs, available and confirmed in writing
	

	E4
	Per-user logging, exportable by your institution
	


Section F: Contract posture
	#
	Item
	Score

	F1 ★
	Exit and portability clause agreed: formats, days, fixed cost, survival
	

	F2 ★
	Audit rights clause agreed
	

	F3 ★
	Update and change control clause agreed: notice days, changelog, test window, version hold
	

	F4
	Documentation-as-warranty clause agreed; entire-agreement wording checked accordingly
	

	F5
	Breach notification hours and incident notification days written into the contract
	

	F6
	Liability cap written as a currency figure; compared against the estimated cost of the worst realistic failure of this system; data breach liability confirmed as sitting outside or above the general cap; local counsel review completed and dated
	

	F7
	Named termination triggers in the contract
	


Red flag check (section 4.5). Number of red flags present: ____. One flag: purchase paused until resolved in writing. Two or more on a Tier 2 purchase: process ends with this vendor.
Result and sign-off
	System and vendor
	

	Risk tier (attach the Module 2 worksheet)
	

	Total score / available
	

	★ items at 0
	

	Result (pass / fail / paused)
	

	Completed by (name, role, date)
	

	Approved at procurement gate (name, date)
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